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Cosky: Personalized Permissions for Content Recording and Streaming

Personalized Permissions for Content Recording and Streaming
ABSTRACT
People in shared online environments, e.g., video conferences, shared multiplayer
environments, live streaming, etc. may have concerns that others can record their transmitted
content without their knowledge or stream an online event to unknown destinations without
permission. Not only is this a privacy risk for the individuals being recorded, the streaming of
background music and effects with licensing restrictions can violate property rights of the
holders of the content rights.
This disclosure describes techniques that enable participants that transmit content online
in a shared environment to mitigate the risks of surreptitious recording and/or streaming of their
content. With user permission and in accordance with their preferences, irreversible
transformations are made to the video, audio, and text streams from a person or owned by a
license holder to remove identifiable information from unauthorized recording or streaming.
Content transformations can include pixelation, blurring, replacement with an avatar or
computer-generated video, use of a default image, speech synthesis, etc. The described
techniques ensure that content can be provided as a stream with confidence that the transmitted
content does not violate user privacy or content usage licenses.
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BACKGROUND
People are often in shared online environments where others can record them without
their knowledge or stream media online to unknown destinations without permission. Not only is
this a privacy risk for the individuals being recorded, the streaming of background music and
effects with licensing restrictions, e.g., in the context of multi-player video games, can violate
property rights of the holders of the content rights.
DESCRIPTION
This disclosure describes techniques that enable participants in shared online activities,
e.g., audio/video conferences, video games, etc., to mitigate the risks of surreptitious recording
and/or streaming. The techniques also ensure that streamers can transmit content with confidence
that they are violating neither others’ privacy nor content usage licenses in the applications or
events they are streaming. There are additional benefits related to accessibility and automatic
translation.
More than an off switch, the described techniques entail a set of irreversible
transformations made to the video, audio, and text streams related to a person or license holder to
ensure that their wishes are respected by peers who are potentially recording or streaming
content. The transformations are tunable, enabling participants to protect their privacy to the
degree needed.
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FIG. 1: Privacy and licensing compliant conference call
FIG. 1 illustrates a privacy and licensing compliant shared online environment, e.g., a
video conference. The described techniques are also applicable to other types of shared online
environments such as multiplayer video games, live video streaming, etc. Participants (102a-d)
participate in a video conference and are able to view each other over the video-conferencing
facility. A signal that leaves a participant device (104) is referred to as an outbound stream. A
signal received by a peer device (106) is referred to as a recorded stream, since it is potentially
subject to recording, transmission or streaming by the receiving peer device.
A user (102a) specifies that their signal be irreversibly transformed, e.g., their outbound
video signal be pixelated, prior to transmission. In such a case, the peer devices receive a
pixelated video (108) of the user, such that a recording (110) or streaming (112) of the video
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conference protects the privacy of the user. Effectively, the stream to social media shows the
video conference, unpixelated images of participants who have not enabled pixelation, and
pixelated images of participants who enable pixelation. Pixelation is just one example, and any
type of transformation as specified by the user can be applied to their audio/video prior to
transmission to peer devices.
Alternatively, a user can specify that their stream be pixelated or otherwise irreversibly
transformed at the point of recording or streaming, such that receiving peers can view
unpixelated (unmodified) video, but a recording or streaming retains only the transformed video.
For example, consider a group of friends that play an online video game that includes an in-game
chat stream. One of the participants specifies that their audio-visual stream be transformed, e.g.,
to remove identifiable information, due to any reason such as the participant being a public
figure. That participant can irreversibly transform the audio and blur the video at the point of
recording. If someone else in the game enables streaming using in-game features, then audio and
video from the requesting participant is transformed prior to recording or streaming. Since this
occurs after the audio and video are played within the game, participants can hear and see each
other normally, and non-participants that watch the stream hear transformed audio and blurred
video of the requesting participant.
The following are some examples of transformations of the video, audio, and other
signals originating from parties to a shared online environment that can be configured to be
enabled or disabled in any combination.
Video
● No processing, e.g., identity transformation, of the original video stream.
● Disable video stream.
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● Record predefined images and other media, and use these in place of live video. The
images that replace the live video can change based on context. For instance, there can be
different images when the user is muted, talking, waiting to ask a question, etc.
● Record a personalized avatar video, e.g., broadcast a computer-generated (CG) avatar
defined by the user. The appearance of the CG avatar can be automatic, based on the
source video, and the art style can be based on user preferences. The avatar can be
animated or still. Animations can be driven by various input devices to communicate
body language.
● Record anonymized video, e.g., convert the video of the user to a silhouette, an abstract
shape, or any type of shape that cannot be used to identify them. The silhouette or
abstract shape can be animated based on audio, communication status, body language
detected in the untransformed video stream, etc.
● Record processed or augmented video, e.g., apply and bake augmented reality (AR)
effects into the recording. Examples include pixelization of the entire video, black bars
over faces, overlay of masks to protect privacy while retaining facial expressions, etc.
● Record anonymous avatar, e.g., convert the video representation to a random CG avatar,
such that each streaming session has a new, randomly selected avatar.
Audio
● No processing, e.g., identity transformation, of the original audio stream.
● Record processed or filtered audio, e.g., apply deconstructive audio filters to render the
audio unrecognizable.
● Record anonymized audio, e.g., use speech-to-text to extract spoken words, and render
synthesized speech using speech synthesis techniques applied to the extracted text.
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● Transcribe audio to text, e.g., remove the audio, and use speech-to-text to transmit the
written text over chat stream. This can also improve accessibility and enable automatic
translations.
● Transcribe audio to generic words (redaction mode), e.g., emotion and intensity can be
incorporated into the text output such that viewers can get a sense of the tone of the
dialog, without actually hearing the words or reading the specifics. Examples of text
output include qualifiers such as [Happy], [Angry words], [Curious] etc. This can be
useful in scenarios such as videogames where users need to interact with others but prefer
to avoid the risk of toxic interactions, or for parental controls that allow children to be
protected from direct communications with strangers.
● Replace audio with synthetic vocalizations with no particular meaning, e.g., effectively a
lorem ipsum (boilerplate content) for audio. Sounds are designed such that they cannot be
reverse engineered to infer the original audio content. Neutral sounds can be themed such
that users can select the theme and audio characteristics they prefer. Emotion and
intensity can be auto-detected and reproduced in the synthetic vocalizations.
● Replace music with alternative music, potentially using music analysis techniques to
make selections that approximate the style of the source music.
● Disable audio or transcription recording, e.g., block the audio from being recorded or
transcribed. As an outbound rule, this prevents anyone from hearing the speaker entirely.
As a recording rule, this prevents the speaker from having their audio being recorded or
logged in the chat history.
Since the aforesaid transformations are irreversible, applying them to the outbound
stream ensures that all peers in the shared environment are denied access to the original stream.
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This means that a user can enable, for example, a transform that pixelates the video and
anonymizes the audio such that all the people watching their stream in a video conference only
see the pixelized video and hear the anonymized audio. The irreversibility of pixelation and of
anonymization ensures that reconversion back to the original source stream is infeasible, giving
the user control over their privacy.
As explained earlier, a user who wants to have their audio/video perceived normally by
participants in the shared environment but doesn’t want their conversation streamed to social
media by other people in the conversation can enable irreversible transforms to be applied to
recorded streams, such that their privacy is retained even if another participant were to stream or
record the conversation. While it may be possible to bypass these protections via other means,
e.g., by pointing a camera at a monitor that displays the stream, the described techniques prevent
casual privacy leaks when incorporated into compatible applications and trusted peers.
The aforesaid transformations are not mutually exclusive, and can be enabled for one or
both of the outbound and recorded streams. Individual users can specify which of these
transformations are enabled, and when they are applied. Compatible applications communicate
with each other to share user preferences such that peers are able to respect the wishes of the
participants. These applications may incorporate digital rights management (DRM) features to
ensure streams are not digitally recorded in a form that does not comply with the individual
permission settings.
Additionally, software that produces video and audio designed to be incorporated in
streamed or recorded events may also use the described techniques to control when such audio
and video can be streamed or recorded by third parties. The software is designed to include
features to monitor the current status of streaming and recording systems such that they can, for
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example, disable music upon determination that it is being streamed or recorded when the music
is not licensed for that purpose. These rules can be applied at any point of time, enabling
participants of the stream to see and hear everything, while preventing further transmission or
recording of the media.
In this manner, the described techniques, when built into applications that receive audio
input, e.g., via a microphone, and/or video input, e.g., captured by a camera, provide a measure
of privacy control for those who prefer to not be directly recorded. The techniques are also useful
to exert control over licensed material related to video games, applications, live events, or other
sources of media when content is streamed, retransmitted, or recorded.
CONCLUSION
This disclosure describes techniques that enable participants that transmit content online
in a shared environment to mitigate the risks of surreptitious recording and/or streaming of their
content. With user permission and in accordance with their preferences, irreversible
transformations are made to the video, audio, and text streams from a person or owned by a
license holder to remove identifiable information from unauthorized recording or streaming.
Content transformations can include pixelation, blurring, replacement with an avatar or
computer-generated video, use of a default image, speech synthesis, etc. The described
techniques ensure that content can be provided as a stream with confidence that the transmitted
content does not violate user privacy or content usage licenses.
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